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This document (EPCRA) has been developed by LSC auditors and is used to ascertain and record the internal control arrangements operated by an organisation to manage key risks relating to LSC funding. The document forms a key part of an IT systems assurance framework for LSC purposes.  Please note that the focus of this document is controls, rather than processes.
The document asks a series of questions that outline the type of arrangements we would expect to be in place for the secure implementation and operation of electronic information management systems, including the storage and transfer of information and addresses issues relating to the authenticity and integrity of the information. These issues are important where the information may used as evidence to support claims for LSC funding and include:
· the management of the availability of electronic information over time;

· electronic identity verification, including the use of electronic signatures and electronic copyright systems, as well as the linking of electronic identity to particular electronic information.

The requirements specified are generic and intended to be applicable to all corporate bodies (or parts thereof) regardless of type, size and nature of business.

The organisation will use the third column of this document to record how each applicable control is achieved.  The auditor will use the final column to record: -

a. the evidence they have reviewed to support their understanding of the controls in place;

b. the adequacy of the design of the control; and
c. whether the control is being applied as described. 

MIS and Electronic Learning System
Overall Control Objective: Controls are in place to ensure that the Electronic Learning System is secure; data input and processing is accurate, authorised and complete; output is accurate, timely and confidential; audit trail integrity is maintained.

1.
The Information Management Environment 
Control Objective: The organisation complies with an established suite of information management policies that provide direction and support for the management and security of the organisation’s electronic information. 
2.
Implementing and operating the Electronic Learning System 
Control Objective: To ensure the integrity and security of the Electronic Learning System and to ensure that LSC funding requirements are met.
3.
Monitoring, maintaining and improving the Electronic Learning System 
Control Objective: To determine the effectiveness and efficiency of the Electronic Learning System, by ensuring the system is regularly monitored and reviewed and that there is on-going maintenance and improvement.
1
 The Information Management Environment
RISK: 
  A lack of responsibility at a senior level within the organisation for the conformance to legal and regulatory requirements and for the authenticity, reliability, security and accessibility of the organisation’s electronic information.
	
	Risk Area
	Examples of controls to manage key risks
	Organisation controls and evidence
	Auditor comments

	1.1
	Do the organisation’s systems meet any recognised standards?


	· British and/or international standards or accreditations awarded by recognised bodies.
· Systems infrastructure complies with industry standards such as CoBIT, ITIL.

	
	


	
	Risk Area
	Examples of controls to manage key risks
	Organisation controls and evidence
	Auditor comments

	1.2


	Information Management Policy

OBJ: To provide direction and support for the management of electronic information.

Does the organisation have an Information Management Policy covering the storage and transfer of electronic information?

Does the policy have an ‘owner’?

Is the policy regularly reviewed?


	Risk:
Senior management are not committed to the management of electronic information

Control: 

A policy covering:

· applicable security classifications;

· the roles and responsibilities for data storage and transfer;

· the use of appropriate storage technology;

· the use of appropriate formats;

· the retention and disposal of information;

· the use of data compression;

· the systems used for the transfer of electronic information;

· the use of encryption;

· the auditing of the MI system;

· regular reviews of the policy.


	
	


	
	Risk Area
	Examples of controls to manage key risks
	Organisation controls and evidence
	Auditor comments 

	1.3
	Information Security Policy

OBJ:  To ensure that systems are used in accordance with an approved information security policy.

Does the organisation have a risk based Information Security Policy covering the security of the storage and transfer of electronic information?

Does the policy have an ‘owner’?

Is the policy regularly reviewed?


	Risk:
Senior management are not committed to the security of electronic information.

Control: 

A policy covering:

· the objectives relating to the security of electronic information;

· the roles and responsibilities for data storage and transfer;

· the segregation of roles to mitigate the risk of accidental or malicious changes to electronic information;

· access rights and the sharing of information;

· procedures for dealing with actual or suspected breaches of security;

· procedures for disposing of data;

· regular reviews of the policy.


	
	


	
	Risk Area
	Examples of controls to manage key risks
	Organisation controls and evidence
	Auditor comments 

	1.4
	Records Management Policy

OBJ:  To ensure that the organisation’s electronic records are adequate to meet the needs of the business and its stakeholders.

Does the organisation have a Records Management Policy covering the need for complete, accurate, authentic, reliable and accessible electronic information?

Does the policy have an ‘owner’?

Is the policy regularly reviewed?


	Risk:
Electronic information is incomplete, unreliable or inaccessible.

Control: 

A policy covering:

· the appropriate storage and management of personal data;

· the ability to store and retrieve information electronically;

· the ability to respond to request for information in a timely manner;

· the roles and responsibilities in data records management;

· regular reviews of the policy.


	
	


	
	Risk Area
	Examples of controls to manage key risks
	Organisation controls and evidence
	Auditor comments 

	1.5
	Data Protection Policy

OBJ:  To ensure that the organisation’s electronic records are adequate to meet the needs of the business and its stakeholders.

Does the organisation have a Data Protection Policy covering the statutory obligations within the Data Protection Act?

Does the policy have an ‘owner’?

Is the policy regularly reviewed?

Are you registered with the Information Commission to process personal data for educational purposes under the Data Protection Act?


	Risk:
The organisation is in breach of the Data Protection Act 1998.

Control: 

A policy covering:

· compliance with the principles given in the  Data Protection Act 1998;

· data subject awareness of the types of data held;

· the handling of requests from data subjects;

· the roles and responsibilities in data protection;

· regular reviews of the policy.


	
	


	
	Risk Area
	Examples of controls to manage key risks
	Organisation controls and evidence
	Auditor comments 

	1.6
	Reporting and Communications

OBJ:  To ensure that the organisation’s policies are communicated to all employees.

Who is responsible for communicating changes in policy?

What are the mechanisms for disseminating decisions, collecting feedback and for updating risk information?


	Risk:
Policy changes/decisions are not disseminated.

Control: 

Mechanisms for disseminating policies and policy changes such as:
· staff induction

· all staff newsletters/bulletins;

· training/awareness sessions;
Mechanisms for collecting feedback/instigating policy reviews decisions such as:
· regular risk assessments

· procedures for dealing with challenges;

· communications with responsible bodies


	
	


2.
Implementing and operating the Electronic Learning System (ELS)
RISK: The Electronic Learning System is not operated in a consistent and secure way.  The Electronic Learning System lacks integrity and fails to meet LSC funding requirements.
	
	Risk Area
	Examples of controls to manage key risks
	Auditors’ control checks and comments
	Auditor comments

	2.1
	Understanding the ELS
OBJ:  To gain an understanding of the system’s scope, technical infrastructure and functionality.
Is the system an off-the-shelf product or bespoke to the organisation?

Who is responsible for the system?

Is the system hosted, client-server or web-based?
Does the ELS comply with corporate policies (see section1)
Describe how the system operates?

	Risk:
The LSC do not fully understand the ELS.  Assessment and compliance testing are not appropriate to the application.

Control: 

· A walk through of the ELS and the business processes it performs.

· Documented application details such as product specification, system development business requirements.


	
	


	
	Risk Area
	Examples of controls to manage key risks
	Organisation controls and evidence
	Auditor comments 

	2.2
	Documentation and Records

OBJ:  To ensure that adequate documentation is available for user reference, training and audit.

Is there a Procedures Manual for the ELS?

Does the Procedures Manual cover the creation and removal of user access rights?

Does the Procedures Manual have an owner?

Is the Procedures Manual regularly reviewed?

Are changes to the Procedures Manual communicated to all users?

Are audit trails maintained for all transactions?

Is access to audit trail information controlled to maintain its integrity?

Are audit trails periodically reviewed for unusual activity?


	Risk:

The ELS is used inconsistently or inappropriately.  Audit trails allowing transactions to be traced are not maintained.

Control:

· A version controlled procedures manual that is subject to regular review.

· A mechanism for informing users of any changes to ELS procedures.

· Regular training sessions for users and a ‘helpdesk’ facility.

· Audit trails of system activity including date, time and user ID stamp, allowing all transactions to be traced.


	
	

	
	Risk Area
	Examples of controls to manage key risks
	Organisation controls and evidence
	Auditor comments

	2.3
	Information security procedures

OBJ: To ensure the security of the ELS and all learner data.

	Risk:

A lack of security around the ELS and of the data held within it. 


	
	

	
	2.3.1 Access rights: 
Are access rights approved, controlled and audited on a regular basis?
Is a list of authorised data entry personnel maintained and regularly reviewed? 

Where required in there adequate segregation of duty between originator and authoriser?


	Control:

· Access rights are controlled and are regularly reviewed;

· Access permissions cover read only access, the ability to enter new data, the ability to amend data and the ability to delete data;

· List of authorised personnel with access levels assigned based on job function. 

· Segregation of duty through enforced separate originator/authoriser roles.


	
	


	
	Risk Area
	Examples of controls to manage key risks
	Organisation controls and evidence
	Auditor comments 

	
	2.3.2 Access Control

How is user access controlled? 
How are users authenticated?

Is user access and authentication regularly monitored and reviewed?

How is the “Super-User” or “Administrator” access reviewed and controlled by management?

	Control:

Unique user access logins and codes such as passwords controlled by;

· encryption;

· enforced password re-set;

· enforced format ie; minimum length and alpha numerical;

· lock out after a number of failed attempts;

· review of error reports.

Authentication through;

· secondary validation of personal data such as email address, date of birth etc;

· review of error reports.


	
	

	
	2.3.3 Back-up and recovery: 
Are cyclical backup procedures in place to protect the ELS data?

Is an off-site back-up retained and secured?

	Control:

· Regular testing of back up and restore/recovery procedures.

· Details of recovery activity and documented results.


	
	


	
	Risk Area
	Examples of controls to manage key risks
	Organisation controls and evidence
	Auditor comments 

	
	2.3.4 Business continuity: 
Do you have a business continuity plan in place in the event of actual or suspected disasters?


	Control:

· Business Continuity/Disaster Recovery plans in place.

· Regular testing of plans and documented results.


	
	

	2.4
	Information capture

OBJ: To ensure the accuracy and integrity of the data held by the ELS. 


	Risk: 

Captured data is of poor quality or is lost during capture.  Loss of data integrity.


	
	

	
	2.4.1 Data Entry:  

What controls are in place to ensure the accuracy of data entry?

Is data input to LSC systems to generate the funding claim?

	Control:

· Inbuilt controls to ensure accuracy, validity, compliance and completeness of data entered.

· Log of invalid transactions and error reports.

· Segregations of duty.


	
	


	
	Risk Area
	Examples of controls to manage key risks
	Organisation controls and evidence
	Auditor comments

	
	2.4.2 Data Editing:  

Do access rules define who can edit, authorise, accept/reject or override errors?


	Control:

· List of authorised personnel with access levels assigned based on job function. 

· Regular review of audit trails to identify instances of data editing.

· Monitoring of error logs and reports.


	
	

	
	2.4.3 Importing: 

Are there procedures in place for importing data created in electronic form outside of the ELS (eg digital objects such as photos, video, audio)?

	Control:

· Digital objects are captured without change in an appropriate format and with appropriate metadata.

· Log of imported digital objects.


	
	

	
	2.4.4 Scanning Systems: 
Is scanning technology used? If yes, are quality control procedures in place?

	Control:

Documented and regularly reviewed procedures that include;
· Regular scanner performance tests;
· The use of appropriate scanner settings and resolutions;

· Document preparation;

· Page numbering and sequencing checks;

· Reconciliation of scanned input to file output;

· QA procedures to ensure that scanned images are checked for quality and completeness;

· Rescanning controls to ensure that initial scanned images are replaced;

· Consistent file naming conventions.

Where batching techniques are used, additional procedures to ensure;

· Batch numbers are uniquely identified;

· The use of batch header sheets detailing time, date, content, no of pages and scanner information;

· The reconciliation of batch control totals.


	
	· Documented procedures,
· Scanner test results

· Quality control reports/logs

· Batch samples

· Sample check of scanned to original images

· Evidence of batch control totals reconciliation

· Audit trails of scanning activity

Note: for large scale scanning extensive testing of image quality will need to be carried out.

	
	Risk Area
	Examples of controls to manage key risks
	Organisation controls and evidence
	Auditor comments 

	
	2.4.5 Data Extraction: 

(The translation from handwritten, typed or printed text into machine editable text).

Do you extract data using OCR (optical character recognition) or bar code recognition?  If yes, do you retain the original image and link this to the captured data?


	Control:

· QA procedures to ensure that the data extracted is checked to ensure quality and completeness.

· Batching techniques use a unique identifier for each batch and information such as time, date, number of pages etc is retained.


	
	

	
	2.4.7 Self modifying files: 

(A self-modifying file will contain code that allows alterations to it’s own instructions in order to improve performance and simplify maintenance by reducing repetitiveness)
Are controls in place to ensure that displayed/printed forms of information ca not be amended?


	Control:

· Executable code or other mechanisms embedded in data files are avoided.

· ‘Lock-down’ of data at specific intervals.


	
	

	
	2.4.8 Compound documents:

(A compound document is a regular text document intermingled with non-text elements such as spreadsheets, pictures,hyperlinks.)

Where information is the form of a compound document, are all elements linked and stored in line with the retention policy?


	Control:

· All components of a document are accessible throughout the retention period ie; embedded links to other objects/documents.


	
	


	
	Risk Area
	Examples of controls to manage key risks
	Organisation controls and evidence
	Auditor comments 

	
	2.4.9 Version control: 
Are version control procedures in place to ensure the latest version of stored information can be accessed?


	Control:

· Established version control procedures.

· The retention of superseded versions.


	
	

	2.5
	Information storage

OBJ: To ensure that information stored in an electronic form is retained in accordance with LSC requirements.

	Risk: 

Data is amended, lost or not kept in its original state when saved.  Data is inaccessible for LSC audit purposes.


	
	

	
	2.5.1 Storage technology: 
Are procedures in place to test storage media at regular intervals to reduce the risk of unrecoverable errors?

	Control:

· Documented procedures for regularly testing the retrieval of stored information at regular intervals.

· Audit trails that can be used to identify any changes in stored data.


	
	

	
	2.5.2 Migration:

(Transferring data between storage types, formats or systems.)

If and when information is migrated to new storage, are there checks in place to ensure that digital objects have not been changed?


	Control:

· Control procedures to ensure that migrated data is not lost or altered during the migration.

· Mapping from one system/format to another.


	
	

	
	Risk Area
	Examples of controls to manage key risks
	Organisation controls and evidence
	Auditor comments

	
	2.5.3 Storage file formats: 
Is information stored and maintained in a file format that is predicted to allow access over the retention period?
Is data retrieved from storage produced in a human-readable/interpretable form?
Where stored data is encrypted, can it be decrypted during the retention period?

Where digital signatures are retained, can the validation of the signature be maintained during the retention period?


	Control:

· Documented procedures for regularly testing the retrieval of stored information at regular intervals.

· The retention in both the original and new file formats where file format conversion is used. 

· Encryption should be in line with the Security Policy.

· Access to digital certificates, signature keys and algorithms during the retention period of related digital signatures.


	
	

	
	2.5.4 Conversion: 
(Converting data from one format to another)
When replacement software is implemented (e.g upgrade or change of supplier) – is access retained to the stored information?


	Control:

· Control procedures to ensure that stored data is not lost or altered during the conversion from one version of software to another.


	
	


	
	Risk Area
	Examples of controls to manage key risks
	Organisation controls and evidence
	Auditor comments 

	2.6
	Information transfer

OBJ: to ensure that electronic transfer processes are managed in accordance with the information transfer policy.


	Risk:
Loss of data integrity or security during the transfer process.

	
	

	
	2.6.1 Data Transmission: 
Is data transferred to or from the ELS via interfaces with corporate or external systems?

If so, are there checks in place to ensure that data is not compromised during transfer?
Are there procedures in place to authenticate the identity of the individual(s) involved in data transfer activity?
Is data transferred to LSC systems to generate the funding claim?

	Control:

· Policies and procedures established covering:

· preparation of an electronic file and all appropriate metadata for transfer;
· management and elimination of malicious software;
· use of file compression and decompression techniques;
· use of file encryption and decryption techniques;
· application and verification of sender/recipient identity;
· use of digital signature;
· conversion to alternative file format prior to transmission;
· selection of appropriate comms system for the transfer;
· initiation of a transfer;
· receipt of a transfer;

· Validation testing and error handling. 

· Data reconciliation.


	
	

	
	Risk Area
	Examples of controls to manage key risks
	Organisation controls and evidence
	Auditor comments 

	
	2.6.2 Message transmission systems: 
When email and/or SMS systems are used, is there a procedure in place to ensure integrity of data? 


	Control:

Integrity of data is not compromised by ensuring:
· appropriate titling of messages;

· detection and elimination of malicious software;

· inclusion of attachments and embedded links;

· avoidance of breach of copyright.

	
	

	
	2.6.3 Data Indexing: 
Is stored information indexed to ease future retrieval? 
Is indexing automated?


	Control:

· Testing the retrieval of indexed data.

· Full audit trails of any indexing error corrections.

· Use of standard naming conventions.


	
	

	
	2.6.4 Data Disposal: 
Do you have an information disposal procedure which is in line with the security policy? 


	Control:

· Procedures to ensure that data is disposed of appropriately and securely.

· Audit trails of data disposal activity.


	
	


	
	Risk Area
	Examples of controls to manage key risks
	Organisation controls and evidence
	Auditor comments 

	2.7
	External service provision (sub-contractors)

OBJ: To ensure that the authenticity, integrity and availability of electronic information during storage and/or transfer are not compromised as a result of the use of an external service provider.


	Risk:
Service provider does not demonstrate compliance to the company’s information management and information security policies.

Roles and responsibilities within the contracting arrangements are not clearly defined.


	
	

	
	2.7.1 Procedures: 
Are there controls in place to specify the actions taken by the service provider?
Does the Service Level Agreement confirm the ownership of the funding data?

	Control:

· Proven sub-contractor experience and knowledge

· Formal contract in place.

· Detailed Service Level Agreement.

· Regular performance review meetings.

· Conflicts of interest.


	
	


	
	Risk Area
	Examples of controls to manage key risks
	Organisation controls and evidence
	Auditor comments 

	
	2.7.2 Compliance: 
Does the service provider meet any recognised standards?


	Control:

· British and/or international standards or accreditations awarded by recognised bodies. 

· Compliance with industry standards such as CoBIT, ITIL.

· Where overseas service provision is used, UK requirements need to be met.


	
	

	
	2.7.3 Security in transfer: 
Have security requirements been specified for information in transit between yourselves and the service provider?

	Control:

· Outline security requirements of electronic and physical information in transit.


	
	

	2.8
	Compliance with LSC Funding Requirements
OBJ: To ensure that the ELS adequately records learner information in compliance with LSC funding guidance.

	Risk:

ELS records do not provide LSC audit with enough evidence to give assurance over LSC funding resulting in overpayment.
	
	


	
	Risk Area
	Examples of controls to manage key risks
	Organisation controls and evidence
	Auditor comments 

	
	2.8.1 Learner Existence:
How is learner existence confirmed/evidenced?


	Control:

Authentication through;

· secondary validation of personal data such as email address, date of birth etc;

· Learner details validated against a stable data base such as HR/Payroll system (Employer)
· Learner details validated against Passport number, biometrics (Provider).
· Details of acceptable proof of identity.

	
	

	
	2.8.2 Learner Eligibility

What controls are in place to ensure that the LSC’s eligibility criteria are met?

Is the ILR ‘signed’ by relevant parties?

	Control:

· Learner declaration of eligibility including any prior learning and receipt of other LSC funding.

· Learner agreement to the ILR via a unique identifier.

· ‘Lock-down’ of data input.
· Time, date and user ID stamps 

	
	

	
	2.8.3 Learner Needs:
Are initial assessments results electronically recorded?

Is a learning plan agreed?

What controls are in place to ensure that the learning plan meets learner need? 


	Control:

· Learner agreement to the ILP via a unique identifier.
· ‘Lock-down’ of data input.
· Time, date and user ID stamps.

	
	


	
	Risk Area
	Examples of controls to manage key risks
	Organisation controls and evidence
	Auditor comments 

	
	2.8.4 Learner Progression and/or Achievement:
How is learner progression recorded?

How are achievement dates recorded and evidenced?


	Control:

· Agreement to learner reviews by all relevant parties via unique identifiers.
· ‘Lock-down’ of data input.
· Time, date and user ID stamps.
· Links to awarding bodies.

	
	

	
	2.8.5 LSC Access to Live Data

When will the system go live?

What are the estimated numbers of learners under each programme?

Will LSC Auditors be granted read only access to the ELS for the period of the audit and records kept for up to 6 years from end of the contract date?

	Control:

· An assessment of live data by the LSC audit team within 3 months of the go live date.
· LSC will require audit access for up to 6 years.

	
	


3
Monitoring, maintaining and improving the Electronic Learning System
RISK: The Electronic Learning System is not regularly and independently reviewed or maintained.  Identified issues are not appropriately addressed.
	
	Risk Area
	Examples of controls to manage key risks
	Auditors’ control checks and comments
	Auditor Comments

	3.1

	Internal Audit
OBJ: To establish and confirm the internal audit arrangements in place that cover the ELS.
Is there an established audit plan/programme that includes the ELS? 

How frequent are the audit intervals?

Does the audit plan/programme meet the organisations information management and information security policies? (see 1.2) 
Are all audit reports received and responded to by an appropriate senior manager?

Are agreed recommendations fully implemented on a timely basis?

	Risk:

The ELS is not regularly reviewed and/or maintained.  Weaknesses and/or minimum requirements within the ELS may not be identified.
Control:

Established and effective audit procedures and plan/programme in place.
Established audit planning including:

· the overall objectives of the ELS audit;

· the scope of the audit review;

· roles and responsibilities;

· reporting requirements.


	
	


	
	Risk Area
	Examples of controls to manage key risks
	Organisation controls and evidence
	Auditor comments 

	3.2


	Management Reviews

OBJ:  To establish and confirm the independent management review and monitoring arrangements in place to ensure the systems’ continuity, suitability adequacy and effectiveness. 

Is the ELS subject to regular management review?

Is the ELS subject to management review when major changes to the system take place?

Are there appropriate arrangements in place for the identification and assessments of risk?


	Risk:
The ELS may not maintain compliance with the minimum LSC contractual requirements or LSC system control requirements.  Weaknesses within the ELS may not be identified.

Control:
Regular documented management reviews based on:

· feedback from users;

· audit results;

· procedural reviews;

· technology modifications;

· risk assessments;

· reviews of risk registers;

· changes to LSC funding policy.

Management review documentation including detailed information on required modifications to the ELS and action plans with timelines and clearly defined responsibility.

NOTE: Any major changes to the ELS need to be reviewed by the LSC National Audit Team before implementation. 

	
	


	
	Risk Area
	Examples of controls to manage key risks
	Organisation controls and evidence
	Auditor comments 

	3.3
	Maintenance and Monitoring

OBJ:  To establish and confirm the maintenance and monitoring arrangements in place for the ELS
Are all processes regularly monitored and reviewed?

Are audit trails and log files regularly monitored and reviewed?

Is user compliance with procedure regularly monitored and reviewed?

Where any reports show exceptional or invalid transactions, are procedures in place to ensure that these are investigated and remedied?

What controls are in place to ensure the maintenance of data integrity during unexpected interruptions in data processing?

What controls are in place to ensure that adjustments or overrides are appropriately authorised?  

Where a sub-contractor is in place, what controls are in place to ensure the above?

	Risk:

Non-compliance with the business policy requirements, recognised standards and/or minimum LSC requirements;

Control:

Processes should be regularly monitored and reviewed to ensure compliance with LSC funding requirements and any business change requirements.

Maintenance activities including:

· segregation of responsibilities of data input and authorisation;

· validation checks to test data integrity and accuracy;

· in-built validation checks;

· accuracy of learner ILR data authentication and controls

· regular monitoring of audit trail and log files;
· the investigation of audit trail exceptions. 

	
	


	
	Risk Area
	Examples of controls to manage key risks
	Organisation controls and evidence
	Auditor comments 

	3.4
	Preventive and Corrective actions

OBJ: To ensure that changes arising from preventative and corrective actions are documented and retained.

Is there a procedure for guarding against potential non-conformity?


	Risk:

Risk assessment not in place.  If in place, the risk assessment is not regularly reviewed and updated, therefore does not reflect current status.

Non-conformances and their causes are not identified; Preventative measures and action required are not clearly defined; 

Control:

Regular risk assessments to:

· protect against potential non-conformities and  prevent their occurrence (preventative);
· reduce and eliminate the level and cause of non-conformity (corrective);


	
	


	
	Risk Area
	Examples of controls to manage key risks
	Organisation controls and evidence
	Auditor comments 

	3.5
	Continual Improvement

OBJ:  To confirm the continuous improvement, appropriateness and effectiveness ELS.


	Risk: 

The ELS is not kept up to date to reflect current policy and contractual requirements.

Control:

Taking appropriate action following;

· management reviews;

· policy reviews;

· audit reviews;

· risk reviews;
· changes to LSC funding guidance.
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